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1
Decision/action requested

This contribution proposes to address ENs and add evaluation in solution 9 in TR 33.737.
2
References

 [1] 
TR33.737 v0.3.0
3
Rationale

There is one editor’s note in the solution 9:

“Editor’s Note: The details of the AF being a regulatory control point for LI are FFS.”

The AAnF only knows KAF, can get the VPLMN NF id from UDM and send the KAF to the VPLMN NF. It is proposed to add the evaluation part for the solution.

4
Detailed proposal
********************Start of 1st Change******************

6.9
Solution #9: Roaming AKMA architecture of the AF in Data Network (Internet) 

6.9.1
Introduction

This solution addresses KI#1 (Case 3). This solution is proposed for the cases of function that enables LI deployment when AF located in Data Network (Internet).

6.9.2
Solution details
6.9.2.1
Roaming AKMA architecture of the AF in Data Network (Internet)
Figure 6.9.2.1-1 shows the architecture that UE is roaming in a VPLMN and accesses the application deployed in Data Network (internet). The UE accesses the third party deployment application. If the data between the UE and application had not been encrypted, the VPLMN can detect the unencrypted data flow through UPF in the VPLMN. If the data between the UE and application had been encrypted by using an encrypted Ua* protocol, the AMF in the VPLMN has to obtain related the KAF from the AAnF in the HPLMN base on the agreements between the HPLMN and the VPLMN. In this case, the function that enables LI could be AMF in the VPLMN.


[image: image1.emf]UE (R)AN

AMF

AF

AAnF

N2

AUSF

N12

N13

N61

Ua*

UDM

N63

N1

HPLMN VPLMN

NEF

Data Network 

(Internet)

N33

Ć

 



Figure 6.9.2.1-1: The architecture that UE is roaming in a VPLMN and accesses the application deployed Data Network (*function that enables LI)
6.9.2.2
Roaming AKMA procedure of the AF in Data Network (Internet)
Figure 6.9.2.2-1 shows the procedure that the VPLMN NF obtains the KAF from AF in Data Network (Internet). Because the AAnF knows KAF but does not know the exact encryption/decryption key used between the UE and the AF, the AAnF can only send the KAF to the VPLMN. The AAnF obtains the VPLMN NF (e.g. AMF) id that can store the key from the UDM base on the UE ID. An indication is needed to indicate whether the KAF is sent by the AAnF, and may further indicate that the AAnF does not know whether the KAF is used as the encryption/decryption key between the UE and the AF.
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Figure 6.9.2.2-1: VPLMN NF obtains the KAF from AF in Data Network (Internet)
Step 1-3, 8 and 9 are same as the step 1-3, 4 and 5 in clause 6.3 in TS 33.535[2]. The differences to the normal procedures of TS 33.535[2] are described below.
Step 4, the AAnF sends the Nudm_Get_Roaming_NFid Request message to the UDM with the UE ID. The UE ID is the SUPI of the UE.
Step 5, the UDM sends the Nudm_Get_Roaming_NFid Response message to the AAnF with the VPLMN NF id. The VPLMN NF can be the AMF which the UE is currently attached to in VPLMN network.
Step 6, based on the agreements between HPLMN and VPLMN, the AAnF sends the Push application Key Request message to the VPLMN NF, where the message carries a KAF, an indication, and a UE ID. The indication indicates that the carried key is the KAF, and may further indicate that the HPLMN does not know whether the KAF is used as the data flow encryption/decryption key between the UE and the AF. The UE ID is the SUPI of the UE.
Step 7, if the VPLMN NF supports AKMA roaming, the VPLMN NF stores the key and the indication, and sends the Push application Key Response message to the AAnF. If not, the VPLMN NF ignores the Push application Key Request message.
6.9.2.3 
New service: Nudm_Get_Roaming_NFid service operation 

Service operation name: Nudm_Get_Roaming_NFid.

Description: The NF consumer requests VPLMN NF id from the UDM.

Input, Required: SUPI .
Input, Optional: None. 

Output, Required: VPLMN NF id.
Output, Optional: None.
6.9.3
Evaluation

This solution addresses key issue#1 (case 3) and fulfils the requirements in case that the AF is located in Data Network (Internet).

The solution proposes to obtain KAF from the AAnF in the HPLMN based on the agreements between the HPLMN and the VPLMN when the data between the UE and application have been encrypted. 
The solution proposes that the AAnF obtains the VPLMN NF id that can store the key from the UDM base on the UE ID.

The solution proposes that the AAnF pushes the encryption key to the VPLMN NF.

 The solution needs one VPLMN NF (e.g. AMF) to store the key.

********************End of 1st Change******************
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